Oigalrust

intelligent Rights
Management™

GigaTrust Protector for SharePoint
provides:

e Extension of RMS fo file formats supported
by Adobe Reader

e Office 2007/2010/2013 support for
blacklisting applications—screen
scrapers and remote sharing— while
viewing RMS-protected files in
Microsoft Word, PowerPoint and Excel

e Content access secured directly in
native applications

e Content protection applied
automatically in SharePoint

PRODUCT OVERVIEW

GigaTrust Protector for SharePoint
Extends RMS on SharePoint sitesand

protects PDF

The Intelligent Rights
Management™ approach

GigaTrust provides enterprises with
Intelligent Rights Management, building
value on the foundation provided by
Microsoft’s Rights Management Services
(RMS). Our solutions allow users to access
(create, share and collaborate) and protect
content at rest...in transit...and in use
within and outside the enterprise. The
combination of RMS from Microsoft and
applications from GigaTrust offer you the
ability to protect your intellectual property,
securely collaborate with partners and meet
regulatory and corporate governance com-
pliance goals in more ways, on more platforms
and in more places than ever before.

GigaTrust Protector for
SharePoint

Microsoft recently rights-enabled SharePoint
with the release of Microsoft SharePoint
Server. With native RMS support you can
rights-protect Office documents from
Microsoft Word, Excel and PowerPoint as
they are shared and distributed out from a

Supported File Types (as of 11/09)

SharePoint site. In addition, GigaTrust

has extended RMS within the SharePoint
platform to enable the protection of PDF
files as well as a variety of other files.
Organizations are using SharePoint Server
to facilitate collaboration as well as for
content management to implement business
processes, and supply access to information
essential to an organization’s success—and
now they can do it securely.

* Project teams share planning and
working documents from SharePoint
sites created from their desktop.

* Companies collaborate with outside
business partners on financial documents,
project materials, product design and
development, and intellectual property.

* Manufacturers make part designs and
assembly schematics available to their
supply chain partners to increase speed
to market and decrease costs.

While SharePoint provides the built-in
capability to protect documents created in
Word, PowerPoint and Excel, it doesn’t
address popular formats such as PDFE. That
is where the GigaTrust Protector for
SharePoint comes in.

continued >

Application Version File Type
Adobe Reader v9.5,v10.1.x, vl1.x | PDF
Adobe Acrobat v9.5,v10.1.x, vll.x | PDF
Microsoft Excel 2007*/2010%/2013 | XLS, XLSX
Microsoft PowerPoint | 2007%/2010%/2013 | PPT, PPTX, PPS (2003/2007), PPSX (2007 only)
Microsoft Word 2007*/2010%/2013 | DOC, DOCX

*Viewing: Blacklist support only



How does it work?

GigaTrust has created an Integrated Protector
for the SharePoint Server platform. This means
the GigaTrust Protector for SharePoint—
the first product of its kind — utilizes a
direct interface to SharePoint. It is a custom
assembly that plugs into the Intelligent
Rights Management (IRM) framework in
the Microsoft Office SharePoint Services
-MOSS/SPS file format. Our Protector
broadens the SharePoint security policy and
automati-cally “extends” RMS protection to
content other than Microsoft Office
documents downloaded by users.
Additionally, when

a user uploads documents to SharePoint,
the GigaTrust Protector removes the
protection allowing SharePoint to save the
document. In essence, it extends RMS
protection to more files managed in

SharePoint.
Figure 2. How It Works

RMS-protected documents
that are accessible via the
SharePoint Server can
only be viewed, shared,
modified, printed, efc., by
the functional group that
has been assigned those
rights. Those documents
are rights-protected and
those rights extend af
rest, in fransit, and in

use within and outside
the enterprise.

Active Directory RMS

SharePoint Server
with GigaTrust Protector

About GigaTrust

GigaTrust is a cutting-edge provider of email and content security software
products and services with customers in both the public and private sectors.
GigaTrust is the only provider of the Intelligent Rights Management
solution, which combines innovative, next-generation content security
technologies built on the foundation of Microsoft® Windows® Rights
Management Services. In February 2003, the firm formed a strategic
partnership with Microsoft and formally launched the first in the family
of proprietary Intelligent Rights Management products based on the

GigaTrust Headquarters

RMS-protected content

607 Herndon Parkway, Suite 302 Herndon, VA 20170

The GigaTrust Protector for SharePoint
solution is a combination of a server side
application that is integrated into the
SharePoint servers and our secure client that
enforces the rights directly in their native
applications— for example, protected PDFs
are viewed securely in Adobe Reader. This
architectural approach allows for seamless
integration into an operating environment
with minimal change in user behavior.

The GT Protector for SharePoint provides
the following:

* Content access secured directly in
native applications

* Content protection applied automatically
in SharePoint. This approach to protection
of intellectual property and compliance
with regulatory and corporate governance
policies is changing the way people
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communicate and collaborate in their
everyday work life.

Benefits include:

* Customers can derive a higher value
for their investment in Microsoft RMS
and SharePoint

* Providing security to more forms of
an enterprise’s intellectual property

* Administration of this new capability
is done directly within SharePoint

RMS and GigaTrust spell
customer success

More and more companies are required to con-
trol distribution and access to the information
that runs their business. The integration of
Microsoft’s RMS into the SharePoint platform
serves as a great foundation to address this
challenge. With the addition of GigaTrusts
Protector for SharePoint, information
control can be applied in specific ways for
different industries and to different business
functions that use varied file formats. These
RMS-enabled solutions allow forward-thinking
companies to better serve their customers and
employees—not by reacting to regulation but
by leveraging this leading technology.

Technical Requirements:

Microsoft Office SharePoint Server

GigaTrust Desktop Client

GigaTrust Protector for SharePoint runs on 32-

bit or 64-bit Windows Server 2008 R2 and
above with AD RMS

Oigalrust

Intelligent Rights
Management™

Rights Management Services (RMS) security platform. GigaTrust is a
Microsoft Silver Certified Partner. GigaTrust’s family of products and
services is easy to use and easy to deploy for either the author or recipient
of protected content. GigaTrust’s products and services include security
solutions for email and document protection, automated external user
provisioning, web content, network file shares, e-discovery enablement,
and mobile device support and admin. & auditing tools. For more
information about GigaTrust, visit www.gigatrust.com.

www.gigatrust.com





