Gigalrust

intelligent Rights
Management™

GigaTrust’s Dynamic File Folders help
manage and confirol access to content
by placing protection on the documents
themselves, automatically encrypting

files such as spreadsheets, presentations,
reports and diagrams as they are added
to, or modified in, a folder or file share. This

ensures protection when documents are
stored as well as during distribution or use.

PRODUCT OVERVIEW

GigaTrust Dynamic File Folders

Organizations of all sizes are being tasked

to protect a growing quantity of valuable
digital information against careless mishan-
dling, unintended distribution or potentially
malicious use. The increasing incidences of
information theft and the emergence of new
legislative requirements to protect certain
types of data underscore the need for better
protection of digital content.

This content may include dynamic, database-
driven reports on an enterprise information
portal, confidential email messages, strategic
planning documents, military defense reports
or other sensitive government files. The grow-
ing use of computers to create, work and store
this information as well as the introduction
of extensive connectivity through networks
and the increased popularity of the Internet
have made protecting, filing and maintain-
ing enterprise content an essential security
consideration.

GigaTrust has extended its Intelligent Rights
Management™ solution for Microsoft®
Windows® Rights Management Services to
rights-enable network file shares throughout
your network. Now, documents can be
rights-enabled as they are uploaded into
network storage systems. Persistent protec-
tion can be controlled and administered at
the corporate, operational unit, departmen-
tal or even at the individual share level. As
files are dropped into a file share, persistent
protection is automatically applied based on
predetermined corporate security policy.

Figure 1. GigaTrust Dynamic File Folders

Oy Dy Oy
Ay gy, gy

Finance-restricted R&D Team Human Resource
Templafe Template Department
Template
N . N . Na
Financial Research and Employment
Group— Development Records
Quarterly Reports Projects

continued >

Situation:

As members of your R&D feam produce
documents for individual projects they
store them in project-specific folders on
a departmental file share. Your goal is
fo profect that intellectual capital and
rights-enable it for a select group of
users that differ by project.

Solution:

GigaTrust Dynamic File Folders allows
you to map specific femplates fo
specific folders/file shares with the
opfion to include the share’s subfolders.
Each template can define a distinct set
of usage rights for a specific list of
frusted users.




Situation:

Your organization has located and
identified a folder of documents that
should be protected for a specific
group of users.

Solution:

GigaTrust Dynamic File Folders can
be used to automatically profect all
of the documents in the folder using
Microsoft RMS. A policy template

is applied to all documents already
in the folder as well as any new
documents dropped into the folder.

About GigaTrust

Dynamic File Folders from GigaTrust
takes RMS protection beyond the desktop
and out to your network-wide document
repositories providing a quick and easy
way to rights-enable legacy documents.
Additionally, the protection persists with
the file regardless as to how it is manipu-
lated, distributed or stored.

Benefits of using Dynamic File Folders
include:

* Enhances the value of your RMS
deployment.

* Rights-enables documents as they are

dropped into a file share/folder.

* Automatically applies templates to assign
rights for predetermined list of trusted
users to all documents in a folder.

 Each file share can be assigned a unique
protection policy with the option to
include the share’s subfolders.

* Rights of access and use of documents
are automatically applied to govern
rights to view, print, edit, save or even
automatically set an expiration date for
the document.

With GigaTrust Dynamic File Folders,
persistent protection can be controlled and
administered at the corporate, operational
unit, departmental or even at the individual
share level —ensuring that all information
is secure at rest...in transit...and in use.

Ensure protection of digital content
whether stored...distributed...or in use.

Oigalrust

Intelligent Rights
Management™

GigaTrust is a cutting-edge provider of email and content security software

products and services with customers in both the public and private sectors.

GigaTrust is the only provider of the Intelligent Rights Management™

solution, which combines innovative, next-generation content security
technologies built on the foundation of Microsoft® Windows® Rights
Management Services. In February 2003, the firm formed a strategic
partnership with Microsoft and formally launched the first in the family
of proprietary Intelligent Rights Management products based on the

Rights Management Services (RMS) security platform. GigaTrust is a
Microsoft Gold Certified Partner. GigaTrust’s family of products and
services is easy to use and easy to deploy for either the author or recipient
of protected content. GigaTrust’s products and services include security
solutions for email and document protection, automated external user
provisioning, web content, network file shares, e-discovery enablement,
and the BlackBerry mobile device. For more information about GigaTrust,
visit www.gigatrust.com.
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