
GigaTrust and Microsoft Windows Rights Management Services
Together ensuring persistent protection. At rest…in transit…and in use.

Our vision is to protect 

business content from 

unauthorized use —  

no matter where or  

how it travels.

Electronic communications and files are ubiquitous in 
today’s business environment. It’s never been easier or 
faster to communicate across the country or around 
the world. But the ease of transmitting e-mails and 
information has also dramatically increased the poten-
tial risk of unauthorized viewing and distribution of 
this information. The consequences of leaks of confi-
dential information can be very costly resulting in lost 
revenue, compromised ability to compete, diminished 
customer confidence, and more.

Safeguarding information. It starts with RMS. 

Microsoft® Windows® Rights Management Services 
(RMS) is information protection technology that works 
with RMS-enabled applications and browsers to help 
safeguard digital information from unauthorized use 
both online and offline…inside and outside the 
firewall. While typical security methods such as 
firewalls and Access Control Lists (ACLs) help prevent 
unauthorized access to information and encrypted 
delivery helps protect information in transport, neither 
protect information once the authenticated individual 
has received and accessed the information. That’s why 
organizational security strategies need to be augmented 
so that persistent protection remains with the infor- 
mation even after it leaves the enterprise network.

Enhancements to RMS with GigaTrust’s 
Intelligent Rights Management 

•	 Policy templates applied using automatic rules

•	 Protect files via file explorer and desktop

•	 Protect websites and databases

•	 Manage and remove unnecessary usage licences

•	 Cross-enterprise solution with granular control  
for blocking/adding users

•	 Read/protect content on BlackBerry devices

GigaTrust is a Microsoft Gold Certified Partner and 
our teams have worked closely to build a proprietary 
solution that extends and enhances Microsoft’s RMS 
offering (see Figure 1). GigaTrust’s innovative content 
security solution — Intelligent Rights ManagementTM —  
is built exclusively on the foundation of Microsoft’s 
Windows Rights Management Services (RMS). 
GigaTrust’s Intelligent Rights Management enables 
secure anyone-to-anyone collaboration whether inside 
or outside the enterprise’s network. Additionally, no 
matter where content travels it is persistently pro-
tected — even on BlackBerry devices! This means the 
protection you invoke stays with the content at rest...
in transit...and in use.
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GigaTrust extends and enhances the core Microsoft RMS offering by providing a family of 
products that enable secure cross-enterprise collaboration, extend secure communication 
and collaboration to business and supply chain partners, and automate policy enforcement. 

As a trusted Microsoft partner, GigaTrust has worked with RMS since its inception and we 
are well qualified to recommend and implement a content security solution to meet every 
data security need and maintain the ongoing security of intellectual property and sensitive 
company data.

Figure 1: GigaTrust and Microsoft Windows Rights Management

RMS is information technology protection

RMS combines Windows Server 2003 
features, developer tools, and proven 
security technologies — including encryption, 
certificates based on Extensible Mark-up 
Language (XrML), and authentication, to 
help create reliable information protection 
solutions.

•	 Information workers can define how  
the recipient may use the information: 
open, modify, print, forward, etc.

•	 Custom usage policy templates such  
as “Confidential–Read only” (that work 
with RMS-enabled applications) can  
be applied directly to data, including 
financial reports, product specifications 
or sensitive customer data

•	 Protection still applies — even if a 
recipient accidentally forwards rights-
protected information or even loses  
the disk with the right-protected files

The challenge to secure content is global.

The solution is easy. 

The answer is GigaTrust.
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GigaTrust
extends protection

of RMS to
BlackBerry devices 

GigaTrust
makes it easy to

securely communicate 
and collaborate with 
business partners

GigaTrust
facilitates e-discovery

of RMS-protected
content

Enterprise RMS 
Deployment

GigaTrust extends RMS to:
• PDF, HTML and other file 

formats
• Automates RMS protection 

based on rights and policies
• Provides valuable reports 

to administrators and 
individual users

GigaTrust is a cutting-edge provider of email and content security software 
products and services with customers in both the public and private sectors. 
GigaTrust is the only provider of the Intelligent Rights ManagementTM 
solution, which combines innovative, next-generation content security 
technologies built on the foundation of Microsoft® Windows® Rights  
Management Services. In February 2003, the firm formed a strategic  
partnership with Microsoft and formally launched the first in the family 
of proprietary Intelligent Rights Management products based on the  

Rights Management Services (RMS) security platform. GigaTrust is a  
Microsoft Gold Certified Partner. GigaTrust’s family of products and  
services is easy to use and easy to deploy for either the author or recipient  
of protected content. GigaTrust’s products and services include security 
solutions for email and document protection, automated external user  
provisioning, web content, network file shares, e-discovery enablement,  
and the BlackBerry mobile device. For more information about GigaTrust, 
visit www.gigatrust.com.


