
GigaTrust Enterprise Plus is the answer to enterprise content security  
and secure collaboration with your business partners 

Automated, persistent content protection is a necessary element of complete enterprise security 
architecture that seamlessly complements your existing perimeter security solution with content 
protection. GigaTrust Enterprise Plus provides the tools to automate the protection of your 
sensitive documents and intellectual property, and allows you to share those documents with 
your business and supply chain partners. 

GigaTrust Enterprise Plus is part of the Intelligent Rights ManagementTM family of products 
designed to extend and enhance the Microsoft® Windows® Rights Management Services (RMS) 
platform. GigaTrust Enterprise Plus provides valuable capabilities for both individual users 
as well as the RMS administrative team. We make it easy for individual users within your 
organization to take full advantage of the security features in RMS that allow for secure 
collaboration and communication throughout your organization. We provide the tools that 
enable your RMS administrative team to understand how RMS is being used throughout the 
organization — by whom, when, and which documents to protect — as well as the guidelines 
to develop policies that automate the protection of content. 

GigaTrust Enterprise Plus allows administrators to establish rules that automatically apply 
policies that support existing business processes as well as share select policies with individual 
team members. By mapping RMS templates to policy rules, the Microsoft Outlook Mail 
Client will automatically protect email and attachments based on the content of the email. 
GigaTrust provides an easy way for non-technical users to adhere to policies. This Enterprise 
Plus feature can automatically prevent the exposure of intellectual property, sensitive and 
private data, or corporate strategy documents.

Product overview

GigaTrust Enterprise Plus:   
Going beyond network boundaries

Challenges outside  
the enterprise:

How can the security of RMS be 
extended outside the organization 
and control maintained?

Can this be done without  
adding business partners to  
the “Active Directory?”

Can policy enforcement  
be automated?

Can PDFs and other non-Microsoft 
file formats be protected?
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Features of GigaTrust Enterprise Plus — Beyond RMS:

•	 Automated provisioning of external users. Add business partners to your secure RMS 
communication environment.

•	 Policy rules. Enforce centralized policies based on the actual content of an email.

•	 Reporting. Track users and documents, and gain insight into RMS usage patterns.

•	 Revoke content. Revoke access to RMS-protected content instantly.

•	 Added granularity for email control. Control printing, copying, expiration and saving.

•	 File types. Use GigaTrust to protect additional file types such as PDF, HTML and image files.



With GigaTrust Enterprise Plus, you can: 

•	 Enforce information policies that 
automatically protect emails.

•	 Automate the creation of User Accounts for 
external parties with a thin provisioning 
client on a: 

–	 Group basis, or an

–	 Ad hoc, one-by-one basis

•	 Create Allow/Block lists for an added 
level of granularity of control.

•	 Build and maintain a secure communi-
cation network for your business partners 
and supply chain.

•	 Allow users to build ad hoc and specialized 
policy rules.

•	 Ensure compliance with privacy laws and 
government regulations.

•	 Revoke permissions — quickly and easily.

•	 Protect non-Microsoft documents, 
including PDFs.

•	 View reports of authorized and  
unauthorized attempts to view content. 

GigaTrust Enterprise Plus benefits include:

•	 Secure separation from enterprise domain. 
Builds a secure messaging network with 
your supply chain without giving anyone 
access to your network.

•	 Easy administrative control. Enables 
provisioning, authentication and manage- 
ment of external users without requiring 
them to be added to a domain within 
your enterprise’s Active Directory.

•	 Protected two-way communications. 
Provides a mechanism for external 
recipients to protect the information  
they want to send back to you.

GigaTrust is a cutting-edge provider of email and content security software 
products and services with customers in both the public and private sectors. 
GigaTrust is the only provider of the Intelligent Rights ManagementTM 
solution, which combines innovative, next-generation content security 
technologies built on the foundation of Microsoft® Windows® Rights  
Management Services. In February 2003, the firm formed a strategic 
partnership with Microsoft and formally launched the first in the family 
of proprietary Intelligent Rights Management products based on the  

Rights Management Services (RMS) security platform. GigaTrust is a 
Microsoft Gold Certified Partner. GigaTrust’s family of products and 
services is easy to use and easy to deploy for either the author or recipient  
of protected content. GigaTrust’s products and services include security 
solutions for email and document protection, automated external user 
provisioning, web content, network file shares, e-discovery enablement,  
and the BlackBerry mobile device. For more information about GigaTrust, 
visit www.gigatrust.com.
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Figure 1. GigaTrust Enterprise Plus enables content to be securely sent and protected outside 
the enterprise

The challenge of securing content is global.

The technology solution is available now.

The answer is GigaTrust Enterprise Plus: Persistently protect your sensitive  
information — wherever it travels, however it’s used.


