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he IT department faces contlicting
Tltulﬂ.-dﬂ[ﬁs: there are requirements o

proowide high quality data throughour
the organization, but ar the same dme they
must protect the privacy of customers
and Bogtness paeners. Such mandares can
operate at odds with ane another and any
preesluctive IT effort requires this tension
b balanced successhully,

According to Steven Adler, director of
IEM's data governance solutions, “Secu-
rity and privacy are key components of
data governance, but what is needed is un
expansive view of data, such as business

tunetion of the data, provenance, age. All
of those factors are intrinsic o protecting
information. This approach yields a more
halistic view of daza governance.”

In other words, thers must be a strong
commitment to the integrite of data
governance mnitiatives, along with a strico
adherence 1o compliance requirements for
privacy. This means creating and maintain-
ing a sustainable eguilibriom,

Tdeally, if formsed sarategies, policies and
controls are fully integrared, organizations
huve & berer chance of meeging their man-
clates. ln practice, however, this goal is dif-

Data & privacy

fcule to reach, mowck less mamtain. Why?
Dreveloping and maintaining a viable data
and privacy structure requires a significant
commitrment and imvestment of resourees.
To etfectively bring about this evalution,
organizations must analvze the comvergent
mechanisms of povernance and privacy,

Any such examination should inclede
comsideration of several elements, such as:
the existing state of complisnce with regu-
larory requirements; how sensitive informa-
tini i being protected; and how the value
of information assets can be improved and
protected strmultanecushe

ONVERGENCE

FACTOR

Enterprises must protect
corporate data while ensuring
privacy, reports Chuck Miller.
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Data & privacy

Though seemingly daunting, at least
imiriatly, in the end, improved data gover-
nance and commitment to confdentaliny
can actualby foster business objectives by
enhancing trust and cooperition pmang
uzers, IT and top munagement,

Facing reality

In practical terms, the fundamental
operadonal 1T problem is thar corporate
dura resides in myriad locarions and under
sastly different business imoatives. That

is, the same data can exist vagously, with
limited oversight as to how it is nsed, trams-
miitted or stored.

In the face of such diversity, how can
an organization build pelicies for its
functional wnd opesational integrity while
acddressing concerns of dara privacy, acoess
mangement, security controls and compli-
ance® Answers to such questions depend
Of CITCUMAETances.

“Ulrimarely, governance is built oo
corparate policy. The company develops
policies, sither driven ar the CEO bevel or
by regulatory requirements,” according o
Harry Piccuriclbo, chief marketing officer at
GrigaTrust, a provider of email security and
CONTEnT ProTeciion,

Bur determining who is responsible for
developing policy s another challenge.
“Ideally this should be done by teams
made up of representatives from HE, legal,
[T and eompliance depariments,” says
Mangy Elynn, executive divector at the
elolicy Instinme, Columbus, Chio,

Decentralized planning and execution
iy gwor bee effective, however, because
few internal lines of business have the
enterprisc-wide understanding or ability —
or ohiectiviny.

“Diara povernance 3 a political and cul-
tural endeavor,” savs [BMs Adler. *There
i sonme best practioes that you can
undertabe 1o avoid pirfalls in the process,
such as making sure vou have a recognized
lewder with authority in the organization
and making sure that users have cross-
organizational representation, It is also
important to ensure that vou have o char-
ter that delineares functional powers.”

Security should be...
between technologies |
and processes.”

- Christophe Briguet, CTO, Exaprotect

Miorzover, he adds. a budget is critical,
o0, a5 well as being sure that your policy
decisions have weight = thar you can vero
proposals if necessary 1o prevent bad
things frony happening.

*Iany af the people in 1T did not go to
college o study political science,” he says.
“They may not know the fundamentals of
gowernance and policy maldng, You need
people on the team that do understan:d
such nuances so you can avoid pitfalls.”

Discovering data

At praciical level, o key step in the pro-
oims Is figuring out the basics of your data —
what it is, where it is and how is it used.

Glen Kosaka, director of DLP marketing
at Trend Micro, says, * Many companties,
betore they can put into place 4 solution
fr protecting private dita, first have o go
through a process of understancing thesr
data workflaws and dara elassifeations.”

Diuring that process, they need to map
aut everything = frarm wheo wses the data,
where it's stored and who should have
access, he adds. “They must determine
where duta is authorized o be moved and
where it should be stored at rest, Then they
can create classifeations of data related 1w
sensitivity and privacy,”

Formulation of data governanee and
information security palicies also calls
for am examination of sssigned roles and
responsibilides. This includes documented
responsibilines of employess, contractons
and third-party users,

In all, once pelicies are initiored and a
proper understanding of duts proceszes ia
evalving, orranizations must be ready to
face any problems. For example, privacy
mandares can lead o verification prob-
lems. Access may depend not onlv on the
role of individuals, but also on processes

with which that person interaces. That

iy mean lmitng aceess so that fewer
employess will touch sensitive records, For
those with secess, all their intensctions with
the data must be individially reacked and
monitored by an autamated aodin sysnem.
The goal should be to embed security ine
every business process, say experts,

Additionally, it is also necessary 1o
address issues interowined In privacy regu-
lations worldwide. Though the American
legal syszem has relied on sellregularion
vo-address data privacy and security
CONCETnS, Many Countries heve pussf:d
legislation to protect data privacy.

Internationally, datw governance and pri-
vaey legislation encompasses how business
should be conducted, otten being spelled
out in deail, targering all communications
made with every stakeholder, as well as
interactions with all business process tech-
nology. Ie typecally involves all facets of an
organization: operations, databases, a5 well
as communications with customers, service
providers and legaey sysoems.

Privacy and trust are essential to main-
rain good relationships with customers,
emplovers and business partners. Theugh
it % important to-ensure that parties
understand their responsibilities to reducs
the risk of theft, frand or misuse of facili-
ties, companies must talee into account the
effects data genertiance wned privacy poli-
cies have across an organization.

“Securiry should be like a laver —a
laver at the organizatonal level betaresn
rechnologies and processes,” says Chris-
rophie Briguer, CTOr of Exaprotect, a
Mountain View, Calif -based provider of
security management, “A layer that trans-
lates crganizational rules and policies
to specific technology configurations,
driven by compliance.” B
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